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BY THE COWM SSI ON:

By Conplaint filed July 25, 2006, Amy Mller, Legal
Director and Representative of the American Cvil Liberties
Union (ACLU), Nebraska seeks an order of this Conmi ssion
granting the ACLU specific relief pertaining to the alleged
disclosure of custoner records by the Defendant®! to federal
authorities w thout customer consent. A tinely answer was filed
by the Defendant on August 17, 2006. A notion to disnmiss was
filed by the Defendant on Septenber 7, 2006. Al though given
| eave, neither party filed briefs in this matter.

The U.S. Departnent of Justice (DQJ) filed a letter on
Cctober 16, 2006, subsequent to the oral argument on this
matter, advising the Commission to refrain from opening an
investigation and threatening to file a lawsuit against the
Commission if this case noved forward to discovery, but no

formal intervention was filed. No appearance was entered on
behal f of the DQJ and the DQJ was never nade a party to this
proceedi ng. Accordingly, no consideration will be given to the

DQJ's letter advising the Commission of its opinion on this
case.

! The ACLU conplaint was filed against “Verizon” which is not an existing
entity in Nebraska. The only Verizon-related entity certified in the state of
Nebraska is M netro Access Transm ssion Services LLC d/b/a Verizon Access
Transm ssion Services which responded to the Conplaint. For the purposes of
this Oder, the Commission will continue to refer to the Defendant as
Veri zon.
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Argument on the Mdtion to Dismss was held on COctober 3,
2006. Appearances were entered by Amy Mller of the ACLU, and
Steve Seglin and Gregory Romano for Verizon.

The Conplaint alleges violations of Neb. Rev. Stat. 88 86-
290, 86-292, 86-293, 86-295, 86-299, 86-2,101, 86-2,105 and 86-
2,106.2% The Conplaint also alleges customers were not given the
opportunity to control the release of their telephone records
which could be a violation of Verizon's privacy and customner
security policies.?®

The Response by Verizon states the Conmission |acks
jurisdiction to investigate or resolve allegations concerning
Verizon’s alleged cooperation with the National Security Agency
(NSA).* Verizon’s Response further states that it is prohibited
by federal law from providing any information concerning its
al l eged cooperation with the NSA program® Verizon states that
two federal court cases confirmthat the state secrets privilege
bars discovery of Verizon’s alleged disclosure of custoner
records to the NSA ©

At the oral ar gunent, the Conpl ai nant argued that
Def endants cannot assert the state secrets privilege on behalf
of the federal government. Such a privilege could only be
invoked by the Departnent of Justice in limted circunstances.
Ms. Mller argued “[t]he US Department of Justice and the US
Attorney’'s Ofice are perfectly well-equipped to come and appear
before this tribunal and let you know whether or not they w sh
to raise some of the defenses that have been raised here.”’ The
Conpl ainant argued there is nothing which prohibits the
Commi ssion from investigating whether the Defendant did disclose
custoner information. The ACLU seeks renedies according to the
Conpl ai nt pursuant to the wiretapping and intercept statutes. At
the oral argument, the ACLU stated in the very least it seeks an
order from the Conmission which allows limted investigation of
whet her Nebraska customers were affected and if so the extent to
whi ch Nebraska customer records were disclosed.

Verizon reiterated the arguments in its response. Verizon
first argued that the Conmmission would be foreclosed from
investigating the issues raised in the Conplaint as Verizon
would be wunable to respond to the Commission and would be
precluded from presenting any information by federal |aw

Conpl ai nt (July 25, 2006) at 1-2.
I d.

Id. at 6.
Id. at 8.

2

3

4 Response of Verizon (August 17, 2006) at 11.
5

6

7 Transcript at 25:9-14.
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Verizon stated it would be crimnally liable if it disclosed any
exi stence or nonexi stence  of classified information. The
Defendants cited to the Federal Communications Conm ssion’s
(FCC) decision not to investigate and to a nunber of state
commi ssions who have al so decided that states |ack the necessary
authority to investigate these issues. Verizon also argued the
Commi ssion lacks jurisdiction to adjudicate the issues raised in
the Conplaint. Verizon further argued the Conmission’s
authority if such authority did exist would be preenpted by the
federal |aw.

No other informal consunmer conplaints have been filed with
the Commission relative to the issues raised by the ACLU by any
Verizon custoners in Nebraska.

OPI NI ON AND FI NDI NGS

Initially, we note that the state secrets privilege which
was argued by Verizon as a basis for disnmssal was not
convi nci ng. The Conmmission agrees with the ACLU that the DOJ
may, upon an appropriate basis, be able to invoke such a
privilege but Verizon could not. It would have only been an
appropriate ground for dismssal had the DOJ intervened in this
case and had a representative of the DQJ appeared before the
Conmi ssion to invoke such a privilege. However, the letter
referenced above threatening the Conmission into taking certain
action was not presented in a nanner the Commission could
reasonabl y consi der.

Neverthel ess, based on the pleadings and argunents of the
parties in this matter, the Commission grants the notion of
Verizon and hereby dismisses this Conplaint for lack of
jurisdiction and ability to resolve the issues raised by the
ACLU relative to Verizon's alleged participation in the NSA
program

The Conmission first considers whether it has the
jurisdiction to address the statutory basis cited by Conplai nant
to resolve the Conplaint. Wile the Conmi ssion has general
authority over the landline operations of telecommunications
carriers,® the Conmission does not possess authority to enforce
the statutes cited by the ACLU as the basis of its authority in
its Conplaint. The wiretapping and intercept statutes cited by
the ACLU in its Conplaint are enforceable jointly by county
attorneys and Nebraska Attorney GCeneral’s O fice. I'n addition,
the proper venue for enforcing an alleged violation of Neb. Rev.
Stat. 88§ 86-290 et seq. would be a court of general jurisdiction

8 See generally Neb. Rev. Stat. § 86-103 et seq.
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and not the Commission. Accordingly, we find the Conm ssion
lacks jurisdiction to take action relative to the wiretapping
and intercept statutes cited by the ACLU in its Conplaint.

Next, we address the argunent raised by the Conplainant
relative to the existence of a customer privacy policy. The
custonmer privacy policy listed by Verizon on its website
exenpts, anmong other things, disclosure of infornation where
provided by law or pursuant to a lawful order or court
proceeding. The deternmination as to the “lawfulness” of any
al | eged disclosure of custoner infornation has been consolidated
to a federal court proceeding in the Northern District of
Cal i fornia® The Federal Judicial Panel on Miltidistrict
Litigation consolidated seventeen actions to the Northern
District of California since simlar action was first filed in
that court.?° This case is unique inasmuch as the issue of
| awf ul ness of the alleged disclosure of call records or content
has been raised in federal court.

The Commission has expressed concern and previously
investigated the proposed release of custoner proprietary
network information as it related to Qwest; however, no federal
issues were inplicated by that investigation and use was not
demanded from an outside party. Quest also voluntarily agreed
not to release the customer information to its affiliate conpany
resolving that investigation prior to hearing.!!

Al'though it possesses great interest in the outcome, the
Commission finds it is not the appropriate agency or body to
determine the lawfulness of the alleged disclosure to the
federal authorities wthout court order or attorney general
opinion. That would require the Conmmission to investigate and
interpret the authority of a federal agency. The Conmission has
no such jurisdiction. The Conmmi ssion sees no justification in
moving this Conplaint forward to discovery to determ ne whether
such Nebraska consumer calling or content information was
released if it cannot resolve the ultinmate issue of |awfulness.
The issues raised by the ACLU in its Conplaint are appropriate
for a federal court to decide and such issues are currently

® See In re National Security Agency Tel ecommunications Records Litigation,
444 F. Supp. 2d 1332, 2006 W. 2347798 (JPM).

©1d. at 1335.

M In this case, according to news reports which sparked this controversy
nationwide, a fornmer Quwest officer denied involverment in the NSA program In
the oral argunent, the parties were questioned about Qaest’s denial. The news
articles, including the article published in the USA Today on May 11, 2006,
were referenced generally by the ACLU and Verizon in the informal conplaint
filed May 24, 2006, and the Response of Verizon filed August 17, 2006 and
cited in the materials attached to the Response of Verizon.
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pending in federal court and will be resolved by that tribunal.
To resolve these issues, the federal tribunal wll wade through
the specific facts and allegations as to whether and the extent
to which any custoner calling records or content were disclosed
unl awf ul I'y. W also wunderstand from recent reports that
Congress may be poised to take action in the near future to
further protect the privacy of tel ephone records. Such decisions

will be closely nonitored by the Commission so that it may
pronul gate rules where it is not preenpted and where
jurisdictionally appropriate but a formal investigation will not

be initiated at this tine.

Accordingly, based on the pleadings and argunments provided
by all parties to this matter, the Conmission is of the opinion
and finds that it lacks the necessary jurisdiction to nove this
Conpl aint forward to a resolution. The Mtion to Dismss should
be granted.

ORDER
IT IS THEREFORE ORDERED by the Nebraska Public Service

Conmi ssion that the Mdtion to Dismiss filed by the Defendant in
this matter be and it is hereby granted.

MADE AND ENTERED at Lincoln, Nebraska this 17" day of
January, 2007.
NEBRASKA PUBLI C SERVI CE COWM SSI ON
COWMM SSI ONERS CONCURRI NG
Chai r man

ATTEST:

Executive Director



